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Preco smevrnica NIS 2?




Prieskum smernice NIS

Nedostatocna prepojenost poziadaviek smernice NIS pre jednotlivé sektory;

2. Nejasné vymedzenie pbsobnosti smernice a nejasné vymedzenie kompetencii
narodnych dozornych autorit;

3. Odlisné bezpecnostné a notifikacné povinnosti napriec ¢lenskymi statmi;

4. Nedostatocne efektivny dohlad a vymahanie;

5. Neporovnatelné prerozdelenie financii pri otazkach kybernetickej bezpeclnosti
napriec clenskymi statmi;

6. Limitované zdielanie informacii medzi ¢lenskymi Statmi.



Dovody revizie smernice NIS

nizka uroven kybernetickej odolnosti podnikov pésobiacich v EU;

2. nejednotna uroven odolnosti v jednotlivych ¢lenskych statoch a odvetviach; a

3. nizka uroven spolocnej situacnej informovanosti a nedostatocna spolocna reakcia na
krizu.




Predmet upravy




Predmet upravy (cl. 1)

* stanovuje opatrenia na zabezpecenie vysokej spolocnej urovne
kybernetickej bezpe&nosti v ramci EU,

° zaroven sa zameriava na zlepsenie fungovania vnutorného trhu.
cinnosti potrebné na ochranu

sieti a informacnych systemov,
uzivatelov takychto

systémov a inych osob
dotknutych kybernetickymi
hrozbami (CS Act)




Predmet upravy (cl. 1)

o uklada povinnosti clenskym statom prijatt narodné stratégie kybernetickej
bezpecnosti, urcit’' prislusné vnutrostatne organy, jednotné kontakitné miesta a jednotky
pre rieSenie pocitacovych bezpecnostnych incidentov (CSIRT) (¢l. 5 — 11 navrhu smernice
NIS 2),

» stanovuje povinnosti riadenia kybernetickobezpecnostnych rizik a oznamovania
pre subjekty typu uvedenych v prilohach I a II (¢l. 17 az 20 navrhu smernice NIS 2),

o stanovuju pravidla a povinnosti tykajice sa zdiel'ania informacii o kybernetickej
bezpecnosti (Cl. 26 a 27 Navrhu smernice NIS 2),

» stanovuje povinnosti dohl'adu a presadzovania prava pre clenské Staty.




Posobnost




Klucove subjekty

Pasobnost' (‘c'l 2) (essential entities)
¢ Délezité subjekty
(important
* zasadna zmena v otazke rozsahu (osobnej) pésobnosti entities)

verejné a sukromné klucové a dolezité subjekty,

typu uvedeného v prilohe |l a prilohell, Nové sektory a

poskytuju svoje sluzby alebo vykonavaijii svoje &innosti v ramci EU a podsektory

P W N2

splihajii alebo prekralujii prahové kritérid pre stredné podniky podla
odporucania Komisie 2003/361/ES.

Pravidlo

obmedzenia
« podniky, ktoré zamestnavaju menej ako 250 o0sob a ktore maju bud’ rocny obrat velkosti

nepresahujuci 50 milionov eur, alebo rocnu bilancnt sumu neprevysujucu| S e
43 milionov eur. podniky




Posobnost (cl. 2)

Prilohal - Sectors of high criticality

energetika, Povodny navrh

+ doprava, smernice NIS 2 -
- bankovnictvo, Odvetvia pre

- infraStruktry finanénych trhov, klucove subjekty

- zdravotnictvo,

- pitna voda,

- odpadova voda,

- digitalna infrastruktura,

- riadenie IKT sluzieb (B2B)

- subjekty verejnej spravy okrem sudnictva, parlamentov a centralnych
bank

- vesmir.




Posobnost (cl. 2)

Priloha Il - Other critical sectors

- postové a kurierske sluzby, Pévodny navrh

- odpadové hospodarstvo, smernice NIS 2 —
- ziskavanie, vyroba a distribucia chemickych latok, Odvetvia pre

- vyroba, spracovanie a distriblcia potravin, dolezite subjekty
* vyroba,

- poskytovatelia digitalnych sluzieb a
- vyskum.




Posobnost (¢l. 2) - vynimky z POV

2. Tato smernica sa viak bez ohl'adu na ich velkost uplatiuje aj na subjekty uvedené v prilohe I a II, ked"

2. | Regardless of their size, this Directive also applies to essential and important entities || |

where:

- kl'icové a dolezité subjekty bez ohl'adu na vel'kost’, kedy:

sluzby su poskytované:

- poskytovatemi verejnych elektronickych komunikacnych sieti alebo verejne
dostupnych elektronickych komunikacnych sluzieb uvedené v bode 8 prilohy I;

- poskytovatemi doveryhodnych sluzieb uvedenych v bode 8 prilohy I;

- spravcami mien domény najvyssej urovne a poskytovatel'mi sluzby systému
doménovych mien (DNS) uvedenych v bode 8 prilohy I;




Posobnost (cl. 2) - vynimky z POV

* subjekt je jedinym poskytovatelom sluzby, ktora ma zasadny vyznam z hladiska
zachovania klucovych spolocenskych alebo hospodarskych Cinnosti;

* naruSenie sluzby poskytovanej subjektom by mohlo mat zavazny vplyv na ochranu
verejnosti, verejnu bezpecnost alebo verejné zdravie;

* narusSenie sluzby poskytovanej subjektom by mohlo vyvolat zavazné systémové rizika,
najma v odvetviach, v ktorych by takéto narusenie mohlo mat cezhrani¢ny vplyv;




Posobnost (¢l. 2) - vynimky z POV

* subjekt je vzhladom na svoj osobitny vyznam na regionalnej alebo celostatnej urovni
kriticky pre konkrétne odvetvie alebo typ sluzby alebo pre iné previazané odvetvia v

Clenskom state;

* subjekt je identifikovany ako kriticky subjekt podla Navrhu smernice Eurdpskeho
parlamentu a Rady o odolnosti kritickych subjektov alebo ako subjekt rovnocenny s

kritickym subjektom podla ¢lanku 7 uvedenej smernice.

2. Pri identifikacii kritickych subjektov podl'a odseku | ¢lenské staty zohladnuju vysledky posudenia rizika podla ¢lanku 4 a uplatiuju tieto kritéria:
a) subjekt poskytuje jednu alebo viac zakladnych sluzieb;

b) poskytovanie tejto sluzby zavisi od infrastruktiry nachadzajucej sa v ¢lenskom 3tite a

¢) incident by mal zdvazny rusivy vplyv na poskytovanie sluzby alebo inych zakladnych sluzieb v odvetviach uvedenych v prilohe, ktoré zavisia od sluzby.

Zakladna sluzba™ je sluzba, ktora ma zasadny v¥znam z hladiska zachovania zivotne dolezitych spolocenskych alebo hospodarskych ¢innosti;

Identifikacia
kritickych
subjektov.

3 kumulativne
kritéria podobne
ako v smernici NIS




Posobnost (¢l. 2) - vynimky z POV

* Subjekty verejnej spravy (ustredna statna sprava, na regionalnej urovni)

2a.  Regardiess of their size, this Directive also applies to:

—~  public administration entities of central governments recognised as such in a Member

State in accordance with national law and referred to in point 9 of Annex I;

—  public administration entities at regional level referred to in point 9 of Annex I as
defined by Member States, in accordance with national law, which following a risk

based assessment, provide services the disruption of which could have a significant

impact on critical economic or societal activities.

Member States may establish that this Directive also applies to public administration

entities at local level.



Posobnost (¢l. 2) - vynimky z POV

* Subjekty verejnej spravy (ustredna statna sprava, na regionalnej urovni)

9. Public administration entities — Public administration entities of
excluding the judiciary, central governments as defined
parliaments and central banks by a Member State in

accordance with national law

— Public administration entities af
regional level as defined by a

Member State in accordance

with national law




Posobnost (cl. 2) - SVS

* uznany ako taky v ¢lenskom state v sulade s vnutrostatnym pravom, ktory sp[ﬁa tieto (4

kumulativne) kritéria:

1. je zriadeny na ucely plnenia potrieb vSeobecného zaujmu a nema priemyselny ani komercny
charakter,

2. ma pravnu subjektivitu alebo je zo zakona opravneny konat v mene iného subjektu s spravnou
subjektivitou,

3. je z vacsej Casti financovany Statnymi, regiondlnymi alebo inymi verejnopravnymi instituciami;
alebo jeho riadenie podlieha dohladu tychto organov alebo institucii; alebo ma spravnu, riadiacu
alebo dozornu radu, v ktorej viac ako polovicu clenov menuju statne, regionadlne alebo iné
verejnopravne institucie;

4. ma pravomoc vydavat pre fyzické alebo pravnické osoby spravne alebo regulacné rozhodnu @
ktoré maju vplyv na ich prava pri cezhranicnom pohybe 0s6b, tovaru, sluzieb alebo kapitalu. N



Posobnost (¢l. 2) - Vyskum

2b.  Member States may decide to apply this Directive to education institutions in particular

when carrying out critical research activities.

(26f) ‘research organisation’: means an entity, excluding education institutions, which has as its
primary goal to conduct applied research, or experimental development in view of the

exploitation of the results of that research for commercial purpose.




Posobnost (¢l. 2) - Vyskum

(45a)

Research activities play a key role in the development of new products and processes.
Many of these activities are carried out by entities that share, disseminate or exploit the
results of their research, for commercial purposes. These entities can therefore be
important players in value chains, which makes the security of their network and
information systems an integral part of the overall cybersecurity of the internal market.
Research organisations should be understood to encompass those entities focus the
essential part of their activities on the conduct of applied research or experimental
development, within the meaning of 2015 Guidelines for Collecting and Reporting Data
on Research and Experimental Development (Frascati Manual) of the Organisation for
Economic Cooperation and Development (QECD), in view of the results being used for
commercial exploitation, such as the manufacturing and marketing of a product,

process or the provision of a service.

Vysledky na
komercné
ucely




Posobnost (¢l. 2) - negativna

* subjekty verejnej spravy, ktoré vykonavaju svoju Cinnost v oblasti obrany, narodnej
bezpecnosti, verejnej bezpecnosti alebo presadzovania prava vratane vysetrovania,

odhalovania a stihania trestnych Cinov.

Klucove a dolezité
subjekty, ktoré

vykonavaju ¢innosti v
tychto oblastiach?

* Nie su povinné plnit povinnosti podla ¢El. 18 (opatrenia na riadenie
kybernetickobezpelnostnych rizik) alebo €l. 20 (oznamovacie povinnosti) vo vztahu k
tymto Cinnostiam alebo sluzbam.

* Ak vylucne vykonavaju tieto cinnosti alebo poskytuju tieto sluzby - nemusia p
notifikaCné povinnosti podla ¢lanku 2a a ¢lanku 25.




Klbcove subjekty (cl. 2a)

1. For the purposes of this Directive, essential entities shall be considered all entities of the
type listed in Annex I which exceed the ceilings for medium-sized enterprises as well as the

Jollowing entities:

() qualified trust service providers and top-level domain name registries as well as DNS

service providers regardless of their size;

(b) providers of public electronic communications networks or publicly available
electronic communications services referred to in point 8 of Annex I meeting the

ceiling for medinm-sized enterprises;
(c) public administration entities referred to in Article 2(2a), first subparagraph;

(d) any other entities of the types listed in Annex I and Annex Il established by a Member

State on the basis of national risk assessments following the criteria laid down in

Artiele 2(2)(c) to (f);




Klbcove subjekty (cl. 2a)

(e) entities identified as a critical entity pursuant to Directive (EU) X/X of the European

Parliament and of the Council [Resilience of Critical Entities Directive], referred to

in Article 2(2)(g);

(f)  if established by the Member States, entities which the Member States identified
before the entry into force of this Directive as operators of essential services in

accordance with Directive (EU) 2016/1148 or national law.




Dolezite subjekty (¢l. 2a)

2. For the purpose of this Directive, all entities of the type listed in Annexes I and II which do
not qualify as essential pursuant to paragraph I shall be considered important entities. This

includes entities designated by Member States on the basis of Article 2(2)(c) to (f).




K a D subjekty

- CS maju povinnost vytvorit zoznam KaD subjektov (6 mes. po termine
transpozicie)

* KaD subjekty su povinné zaslat tieto informacie:

a) nazov subjektu;

b) adresa a aktualne kontaktné udaje vratane e-mailovych adries, rozsahov IP,
telefonnych cisel;

c) prislusné sektory a podsektory uvedené v prilohach l all; a

d) pripadne zoznam clenskych statov, v ktorych poskytuju sluzby podliehajuce
tejto smernici.

* vytvorenie mechanizmu na samo-registraciu (CS)

Zmenu v
Udajoch
nahlasit do 2

tyzdnov od
kedy nastala
zmena.




Lex specialis/ lex generalis (¢l. 2b) S

S~

- pravne akty EU $pecifické pre uréité odvetvie

» prijali opatrenia na riadenie kybernetickobezpecnostnych rizik, alebo aby
oznamovali incidenty,

* ak maju tieto poziadavky aspon rovnocenny ucinok ako povinnosti
stanoveneé v tejto smernici,

* prislusné ustanovenia tejto smernice vratane ustanoveni o dohlade a
presadzovani prava v kapitole VI sa neuplatnuju.



Rovnocenny ucinok (cl. 2b)

2.  The requirements referred in paragraph 1 of this Article shall be considered equivalent in

effect to the obligations laid down in this Directive if:

(a)

(b)

cybersecurity risk management measures, are at least equivalent in effect to those laid

down in Article 18(1) and (2) of this Directive; or

the sector specific Union legal act provides for immediate access, where appropriate
automatic and direct, to the incident nofifications by the designated CSIRTs, the
competent authorities under this Directive or the single point of contact and if

requirements to notify significant incidents are at least equivalent in effect to those

laid down in Article 20(1) to (6).



Lex specialis/ lex generalis (cl. 2b)

3. The Commission shall within six months after the entry into force of this Directive, issue
guidelines clarifying the application of paragraphs 1 and 2. The Commission shall review
the guidelines on a regular basis. When preparing those guidelines, the Commission shall

take into account the views of the Cooperation Group and ENISA.




Princip minimalnej harmonizacie (cl. 3)

This Directive shall not preclude Member States from adopting or maintaining provisions
ensuring a higher level of cybersecurity, provided that such provisions are consistent with their
obligations under Union law.

Article 3
Minimum harmonisation

Without prejudice to their other obligations under Union law, Member States may, in accordance with this Directive,
adopt or maintain provisions ensuring a higher level of cybersecurity.







Nove pojmy

(4a) ‘near miss’ means an event that could have compromised the availability, authenticity,
integrity or confidentiality of stored, transmitted or processed data or of the services offered
by, or accessible via, network and information systems, but was successfully prevented from

transpiring or did not materialise;

(5a) ‘large-scale cybersecurity incident’ means an incident whose disruption exceeds a Member

State's capacity to respond to it or with a significant impact on at least two Member States;

(7a) ‘significant cyber threat’ means a cyber threat which, based on its technical characteristics,

can be assumed to have the potential to severely impact the network and information @

——.

systems of an entity or its users by causing considerable material or non-material losses; (LI




(nove) pojmy

Bezpecnost SIS

(5) ‘incident’ means any event compromising the availability, authenticity, integrity or
Kyberneticka

confidentiality of stored, transmitted or processed data or of the | services offered by, or bezpeénost

accessible via, network and information systems; (Network security)




Riadenie
kybernetickobezpecnostnych
rizik




Riadenie (cl. 17)

riadiace organy klucCovych a dblezitych subjektov maju schvalit
opatrenia na riadenie kybernetickobezpecnostnych rizik,

opatrenia prijaté s cielom dosiahnut sulad s clankom 18,

dohliadat na vykonavanie,

mozu byt zodpovedni sa za to, ak subjekty nedodrziavaju povinnosti
podla tohto clanku.



Riadenie (cl. 17)

2. Member States shall ensure that the members of the management body of essential and
important entities are required fo [ollow training, and shall encourage essential and
important entities to offer similar training to all employees on a regular basis, to gain
sufficient knowledge and skills in order to apprehend and assess cybersecurity risks and

management practices and their impact on the services provided by the entity.




Opatrenia (cl. 18)

a)
b)

c)
d)

f)

g)

analyzu rizika a bezpecnostné politiky informacného systému;

rieSenie incidentov (predchadzanie incidentom, ich odhalovanie a reakcia na ne);
kontinuita ¢innosti a krizové riadenie;

bezpecnost dodavatelského retazca vratane bezpecnostnych aspektov tykajucich sa
vztahov medzi kazdym subjektom a jeho dodavatelmi alebo poskytovatelmi sluzieb,
ako su napriklad poskytovatelia sluzieb ukladania a spracuvania dat alebo riadenych
bezpecnostnych sluzieb;

bezpecnost pri nadobudani, vyvoji a udrzbe sieti a informacnych systémov vratane
rieSenia zranitelnosti a zverejiovania informacii o zranitelnostiach;

politiky a postupy (testovanie a audit) na posudenie ucinnosti opatreni na riadenie
kybernetickobezpelnostnych rizik;

pouzivanie kryptografie a Sifrovania.




Opatrenia (cl. 18)

2. The measures referred to in paragraph | shall be based on an all-hazards approach aiming

to protect network and information systems and their physical environment from incidents,

and shall include at least the following:
(a) nsk analysis and information system security policies;
(b) incident handling ] ;

(¢) business continuity, such as backup management and disaster recovery, and crisis

managemenit, @




Opatrenia (cl. 18)

(40a)  As threats to the security of network and information systems can have different origins,
this Directive applies an "all-hazard" approach that includes the protection of network
and information systems and their physical environment from any event such as theft,
fire, flood, telecommunications or power failures or from any unauthorised physical
access and damage to and interference with the entity’s information and information
processing facilities that could compromise the availability, authenticity, integrity or
confidentiality of stored, transmitted or processed data or of the services offered by, or
accessible via, network and information systems. The risk management measures should
therefore also address the physical and environmental security by including measures to
protect the entity’s network and information systems from system failures, human error,
malicious actions or natural phenomena in line with European or internationally
recognised standards, such as those included in the ISO 27000 series. In this regard,

entities should, as part of their risk management measures, also address human

resources security and have in place appropriate access control policies. Those measures

should be coherent with Directive XXXX [CER Directivef.




Opatrenia (cl. 18)

(d)

(e

(O

(fa)

(g)

(ga)

(gb)

supply chain security including security-related aspects concerning the relationships

between each entity and its direct suppliers or service pmvidersl :

security in network and information systems acquisition, development and maintenance,

including vulnerability handling and disclosure;

policies and pmceduresl to assess the effectiveness of cybersecurity risk management

measures;
basic computer hygiene practices and cybersecurity training;

policies and procedures regarding the use of cryptography and, where appropriate,

encryption;
human resources security, access control policies and asset management;

the use of multi-factor authentication or continuous authentication solutions, secured
voice, video and text communications and secured emergency communications

systems within the entity, where appropriate.

Vykonavacie akty
s cielom stanovit
technickeé a
metodické
Specifikacie prvkov
(212 mesiacov po
ucinnosti)




Opatrenia (cl. 18)

(26a)  Cyber hygiene policies provide the foundations for protecting network and information

system infrastructures, hardware, software and online application security, and business
or end-user data on which entities rely upon. Cyber hygiene policies comprising a
common baseline set of practices including, but not limited to, software and hardware
updates, password changes, management of new installs, limitation of administrator-
level access accounts, and backing up of data, enable a proactive framework of
preparedness and overall safety and security in the event of incidents or threats. ENISA

should monitor and analyse Member States’ cyber hygiene policies.

(45b)  Entities should adopt a wide range of basic cyber hygiene practices, such as zero-trust
principles, software updates, device configuration, network segmentation, identity and
access management or user awareness, and organise training for their staff, and raise
awareness concerning cyber threats, phishing or social engineering techniques.

Furthermore, entities should evaluate their own cybersecurity capabilities and, where

appropriate, pursue the integration of cybersecurity enhancing technologies, such as

artificial intelligence or machine learning systems to enhance their capabilities and the

protection of networks.



* V ramci narodnej stratégie kybernetickej bezpecnosti ¢lenske staty
prijmu najma tieto politiky:

(e) a policy on promoting and developing cybersecurity education and training, skills,
awareness raising and research and development initiatives, as well as guidance on

good cyber hygiene prevention practices and controls, aimed at citizens, stakeholders

and businesses;



Oznamovacie povinnosti




Oznamovacie povinnosti (cl. 20)

* Kto?

+ Co?

* Komu?

* V akej lehote?
* Vynimky?




Oznamovacie povinnosti (cl. 20)

» incident so zavaznym vplyvom na poskytovanie ich sluzieb
- jednotke CSIRT alebo v pripade potreby prislusnému organu

- oznamit prijemcom svojich sluzieb incidenty, ktore by mohli
nepriaznivo ovplyvnit ich poskytovanie (v pripade potreby)

* informacie v oznameni — cezhranicny vplyv

* ak oznamenie nie je urobené jednotke CSIRT, tak prislusny organ postupi
oznamenie jednotke CSIRT



Oznamovacie povinnosti (cl. 20)

* incident so zavaznym vplyvom:

3. Anincident shall be considered significant if:

(a) the incident has caused or is capable of causing severe operational disruption of the

service or financial losses for the entity concemed;

(b) the incident has affected or is capable of affecting other natural or legal persons by

causing considerable material or non-material losses.




Oznamovacie povinnosti (cl. 20)

Druh

Lehota

Obsahové nalezitosti (v pripade
potreby)

skoré varovanie (early warning)

bez zbytoéného odkladu najneskér
do 24 hodin od zistenia incidentu

Ci zavazny incident pravdepodobne
spbsobilo nezidkonné alebo
zlomyselné konanie alebo ¢i ma
cezhrani¢ny vplyv

incident

bez zbytocného odkladu najneskdr
do 72 hodin od zistenia incidentu

* aktualizovanie informacii zo
skorého varovania,

* uvedie pociatocné posudenie
incidentu, jeho zavaznost a dosah,
ako aj ukazovatele
kompromitacie, ak su k dispozicii;

priebezna sprava o relevantnych
aktualizaciach daného stavu

(na zaklade poziadania jednotky
CSIRT alebo prislusného organu)




Oznamovacie povinnosti (cl. 20)

Druh oznamenia Lehota Obsahové nalezitosti
konecna sprava najneskdr jeden mesiac po * podrobny opis incidentu, jeho
predlozeni oznamenia incidentu zavaznost a vplyv;

* druh hrozby alebo zakladnu
pri€inu, ktora pravdepodobne
incident spdsobila;

* uplatnené a prebiehajuce
zmiernujuce opatrenia;

* pripadne cezhrani¢ny vplyv
incidentu;

sprava o pokroku (progress report) - | * v Case ked mali podat konecnu

prebiehajuce incidenty spravu

e zaverelnu spravu do jedného
mesiaca po vyrieseni incidentu




Povinnosti po oznameni (cl. 20)

» Jednotka CSIRT/prislusny organ

Druh

Lehota

Poznamka

odpoved
oznamovatelovi

bez zbytocného odkladu a
ak je to mozné do 24 hodin
od prijatia skoreho
varovania

* vratane pociatocnej spatnej vazby k incidentu a na ziadost

subjektu usmernenia, operativne poradenstvo k vykonavaniu
moznych zmiernujucich opatreni.

* jednotka CSIRT poskytne dopliujucu technicku podporu, ak o

to prislusny subjekt poziada.

» ak existuje podozrenie, Ze incident ma trestnopravnu povahu,

prislusné vnutrostatne organy alebo jednotka CSIRT poskytnu
aj usmernenia tykajuce sa oznamovania incidentu organom
presadzovania prava.




Oznamovacie povinnosti (cl. 20)

* 2 aviac CS —informovat iné dotknuté CS + ENISA bez zbyto¢ného
odkladu

* informovanie verejnosti - podmienky




Oznamovacie povinnosti (cl. 20)

- Zavazneé kyberneticke hrozby

Clenské staty zabezpecia, aby kIicové a dolezité subjekty bez zbytoéného odkladu oznamili prislusnym
organom alebo jednotke CSIRT kazdu zavaznu kyberneticku hrozbu, ktort tieto subjekty zistia a ktora by
mohla potencialne viest’ k zavaznému incidentu.

2. Where applicable, Member States shall ensure that essential and important entities are
required to communicate, without undue delay, the recipients of their services that are
potentially affected by a significant cyber threat any measures or remedies that those

recipients are able to take in response to that threat. Where appropriate, the entities shall

also inform those recipients of the threat itself. i




Dobrovolné oznamenie relevantnych
iInformacii (cl. 27)

Member States shall ensure that || notifications may be submitted to the CSIRTSs or where

relevant competent authorities, on a voluntary basis, by:

(a) essential and important entities with regard to cyber threats, near misses and relevant

incidents which do not meet the criteria pursuant to Article 20(3);

(b) entities falling outside the scope of this Directive, with regard to significant incidents,

cyber threats or near misses.




Dohlad a presadzovanie prava




Dohlad a presadzovanie prava

* Cl. 29 — kluéové subjekty
* plnohodnotny rezim dohladu (ex ante a ex post)

* Cl. 30 — ddlezité subjekty

» zjednoduseny rezim dohladu (ex post),

* by nemali systematicky dokumentovat sulad s poziadavkami na riadenie
kybernetickobezpecnostnych rizik,

* prislusné organy by nemali mat vseobecnu povinnost vykonavat nad
tymito subjektmi dohlad.



Dohlad a presadzovanie prava S

* pri vykonavani svojich pravomoci na presadzovanie prava v suvislosti s
kluCovymi subjektmi mali pravomoc:
* Vydavat varovania,
* Vydavat zavazné pokyny.....

* opatrenia na presadzovanie prava neucinne?

* KS - prijat potrebne opatrenia na napravu nedostatkov alebo splnit
poziadavky tychto organov v stanovenej lehote

 opatrenia sa v lehote neprijali?

» docasné pozastavenie alebo zakaz




Dohlad a presadzovanie prava

(a) temporarily suspend or request a certification or authorisation body or courts according
fo national laws to temporarily suspend a certification or authorisation concerning part

or all relevant services or activities provided by an essential entity;

(b) || request the imposition by the relevant bodies or courts in accordance with national dU[Oiit',
ocasny
law of a temporary ban against any person discharging managerial responsibilities at zakaz-

pévodny

chief executive officer or legal representative level in that essential entity, | from navrh

exercising managerial functions 1n that enfity.
akejkolvek
inej fyzickej

osobe

zodpovedne;j
za porusenie-
povony navrh
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